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and Future Research
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Node Capture Attack
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Authentication Attack
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Phishing Attack
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Sensitive Data Leakage
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Layer Affected Security Threat Existing Solution
| Hardware-manipulation attack |~ Decoupling hardware from software |
Device Layer o
| Energy-manipulation attack [ Virtual Intrusion Detection System |
B Sensor attack Centralized Secure Device Monitoring |
———{  Node-capture attack Secure service-chain |
——|  Spoot-node attack Traffic-flow regulation |
| Denlal-cf-service attack Virtual Firewall System |
WAN Layer - ControlFlowattack | —| Dynamic Flow Control |
| Maninthe-middieattack [~ |  VitualEncryptionProy |
— Sniffing attack H L[ seccmenewoktumels |
| Autherticationattack [ Enhanced Authentication Protocols |
Datacenter Layer | Datacenter manipulation attack Secure On-demand Scalability |
- e Ij___l Fault-tolerance |
| [ iiion o Virtual Deep Packet Inspector |
Application Layer +  Sensitive Data-leakage || Virtual Firewall & Encryption System |
| llegal User intervention | ———{ Enhanced Authentication Protocols |
| Inconsistent update failures || Regularized Software Update |
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Decoupling Hardware from Software
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Virtual Intrusion Detection System
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Secure Service Chain
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Traffic Flow Regulation
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Virtual Firewall System
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Enhanced Authentication Protocols
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Firewall and Encryption System
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Critical issue Layers affected Existing solutions

» Multiple controllers
v Device layer « Replication strategies
v WAN layer » Clean-slate recovery
« Controller access restriction

Single point of failure

» Rigid authentication mechanism

v .
e WAN layer « Systematic trust model
Data confidentiality issues v Data center layer
o * Autonomous trust management
« Sandboxing techniques
Troubleshooting and speed v WAN layer « Reliable system snapshots
recovery v Data center layer * Immutable logs
. v WAN layer * FRESCO
RIS v Device layer * OrchSec

« Rate-limiting of control channel
» Event filtering

« Traffic prioritization

» Timeout adjustment

» Localized central control

v WAN layer

Denial of service attacks v Device layer

* Bloomfilter
« Dynamic device association
« Increase in data-plane programmability

* HiPoLDS
» HLP/MLP language protocols

v WAN layer

Man-in-the-middle attacks v Device layer

Policy definition issues v WAN layer

4 — g

Data Confidentiality Issues
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Policy Definition Issues
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