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A Secured Framework for SDN-Based Edge Computing in loT-Enabled

Healthcare System
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Initialization: sum = 0.

input: communication channels
1: procedure
2: for each Edgegerver do

3 Perform channel probing using [28]
4 Extract features using p-KNN, and remove outliers
5 Encrypt features with hash H;(.)
6: Send encrypted data to Device;
7 Perform quantization using [31] > Device; also performs quantization
8 Exchange encrypted (using H2(.)) quantization results
9: Edgeserver and Device; acquires the seed for generating the PBN > Both parties generate PBN
10: Device; sends PBN to the Edgesener for authentication
11: Edgeserver check if PBN are identical
12: if true do
13: Grant access to this legitimate Device;
14: else
15: Abort connection and save ID as intruder
16: end if
17: end for

18: end procedure

! Time-slots
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Initialization: sum = 0.
input: j > A job j, submitted by a node in IoT-enabled network.
1: procedure
2 for each E; do > E; is Edge server
3 sum the size of all submitted jobs j
4:  sum; = sum; + size;
5 if sum; < E. do > E, is Edge server capacity
6 Process the job locally
7 E; also sends a BEACON to its neighbors E;_; and/or E;; as a potential candidate =~ > BEACON shows available

space and time for sharing processing

8: else
E; submits j to Neighboring server
10: end if
11: end for

12: end procedure
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input: List of Potential Candidates from Algorithm 2.

procedure

while BEACON received AND has a job to share? do
Neighbor node sends j to E; and waits for ACK

E; submits j to E;

else

j is submitted to Cloud server

end if
9: end while
10: end procedure

1:
2
3
4: if ACK received on-time do
5
6
7
8
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Parameters Values
Number of Patients 1000
Number of Edge Servers [5 -50]
Channel data rate 1 [Mbps]
Antenna type Omni direction
Radio Propagation Two-ray ground
Transmission range 250 [m]
Simulation time 1000 [s]
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