43 gt & slono i 38 b Alaity 48 Wlio Julxd
G20 O g 231 il 51 g dugd
KW )‘ ‘s.ul...& )U 0,499

CARE: Lightweight Attack Resilient Secure Boot Architecture
with Onboard Recovery for RISC-V based SOC
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Parameters Software Hardware
Cycles (©) 47033 2926
I'requency (I') (MH2z) 100 100
Block (b) 256 256
Throughput (T) (Mbps) .54 8.74
Time (usec) 470.33 29.26
Energy Consumption (E) 197.06 12.25
Energy Efficiency 92.68 0.358
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Work Area| Freq. | Energy Con.| Device
This work 2591 100 012 Artix-7
Qpentitan [11] 2693 [ 100 022 Artix-7
He et al.[20] 7219 [ 116.24 1.20 Armia IT GX
He et al.[20] 10918 &7 1.80 Arria IT GX
Juliato et al. [21] | 2347 [ 138.10 A48 Stratix III
Juliato et al. [22] | 4281 | 67 285 Cyclonell
Juliato et al. [22] | 6874 | 41.25 431 Cyclonell
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Parameters Without CARE| With CARE
Cycles req. for the first frame (c) 553611 576083
Cycles (rest of frames) (c) 103330 133790
Total Cycles (C) 656941 709873
Frequency (F) (MHz) 100 100
Time (t) (usec) 6569.41 7098.73
Energy Consumption (E) 2752.58 2974.36

Time difference Da = 929.32 usec
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Parameters CARE | Qptitan[11] | Hail5] | Ref.[23]
Design Type Hybrid | Hybrid HV | Hybrid
Secure boot function [ hmacSha2| hmacSha2 | Sha3 | Sha2
Rom for Secure boot yes yes yes | no/TPM
Integrity Check yes yes yes yes
Authenticity Check yes no yes yes
Recovery yes no no no
Lightweight yes yes no no
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