DEVELOPMENT OF WEB-BASED SMART SECURITY DOOR USING QR CODE SYSTEM
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Abstrac— Providing a security system for amy electrical
equipment has become a vital imterest in which the latest
technologies are being adopted to serve this purpose.
University classrooms usually implement automatic door lock
attached with a semsor to enable access into the classroom. The
access door meeds a more automomous, imtegrated, amd
intelligent functionality to improve smart classroom’s usability.
This work presents the development of a secure door lock
system by utilizing Quick Response (QR) techmelogy and
Raspberry Pi processor for accessing the university laboratory
or classroom where the authorized person will also be able to
monitor who have accessed to the classroom or laboratory. The
data logging system is developed to track the ingoing and
outgoing activities when accessing the security door from the
web-based website server. Inm this vein, the authorized
individuals are only the omes who will get the permission to
access the doors. This is a preliminary work to test the system’s
functionality to be used for different properties and facilities
such as office, classroom and laboratory. Based on the result
and data collection, the testbed development has worked
properly as am imitial study to provide a smart secanity door
using QR code system.
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system, the laboratory admumstrator will not have
mformation of the activity happen in the classroom or
laboratory. Apart from that, in high mstitution, secunng the
classroom has become one of the concerming 155ues facing by
many facilities department When the lecturers or educators
are not around and the students need to do self-learning. the
activity n the classroom needs to be monitored. In order to
prevent illegal activity such as bwglary and musused of the
equipment inside the class, 1t 15 necessary to observe who
have accessed mnto the classroom at a specific ume. For thas
matter, smart secunty door system has been proposed to
strengthen the security control. Therefore, the study is aimed
to develop a web-based secunty door using QR code system
for the umveraty laboratory where at the same time the
authonzed person can perform access monitonng the
students’ attendance. The data loggmg system 15 developed
to momitor the mgomg and outgomg activites when
accessing the secunty door from the web-based website
server. To test the system functionality. the number of
students and staffs accessing the room dunng working hours
were recorded.
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Student registers his/her

Student ID for record and

obtain the QR code .

Student scan the QR code to :
Unauthorized user
enter the class/lab

QR Code is
matched in
database?

QR Scanner beep sound, Pi
camera captures the face

1. Image is sent to database server
2. The student information and
timestamp are sent to access log

The door is opened
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Main Screen of Laboratory Attendance System




—T— v user no user id user name
o Edit 3¢ Copy @ Delete 1 2015126411 Ahmad Fahmi bin Mohd Fauzi

o Edit 3¢ Copy @ Delete 2 2015126299 Amind Ashraf bin Mohd Nazim

L

7 Edit 3¢ Copy @ Delete 2015180349 Azim Aimanuddin bin Mat Akhir

7 Edit 3¢ Copy @ Delete 2015183777 Dwna Aziemah binti Nor 1zuddin

? Edit 3¢ Copy @ Delete 2015180589 Fatin Shafiqah binti Suhaimi

7 Edit 3¢ Copy @ Delete 2015217212 Khairul Azraei bin Dahan

7 Edit 3¢ Copy @ Delete 2015183385 Mohd Zulhilmi bin Mohd Khairuddin

7 Edit 3¢ Copy @ Delete 2015183517 Mohd Igbal bin Azizan

7 Edit 3¢ Copy @ Delete 2015100085 Mu'az bin Roslan

7 Edit 3¢ Copy @ Delete 2015162569 Muhamad Naqusb bin Muhamad Zamil Student

? Edit 3¢ Copy @ Delete 2015145129 Muhammad Alim bin Fiezel Razif Student

7 Edit 3¢ Copy @ Delete 12 2015141069 Muhammad Fans bin Sapun Student

? Edit < Copy @ Delete 2015136871 Muhammad Hakin bin Ruslan Student

user_enter datetime user_id
& Edit 3¢ Copy @ Delete 2018-11-24 20.55:33 2015126411
o Edit 3¢ Copy @ Delete 2018-11-24 21:06:44 2015126411
& Edit 3¢ Copy @ Delete 2018-11-2518:31:112 2015126411
& Edit 3¢ Copy @ Delete 2018-11-25 18:31:56 2015183309
& Edit 3¢ Copy @ Delete 2018-11-25 18:32.38 2015134687
& Edit 3¢ Copy @ Delete 2018-11-25 19:37:33 2015126411
& Edit 3¢ Copy @ Delete 2018-11-25 19:37:59 2015180349
& Edit 3¢ Copy @ Delete 2018-11-26 00:58:40 2015126411
& Edit 3¢ Copy @ Delete 2018-11-26 01:00.07 2015126411

user_name

Ahmad Fahmi bin Mohd

Ahmad Fahmi bin Mohd Student
Ahmad Fahmi bin Mohd Fauzi  Student
Zaid Akmal bin Ahmad Akibi  Student
Safwan Aiman bin Safieei Student
Ahmad Fahmi bin Mohd Fauzi  Student
Azim Aimanuddin bin Mat Akhir Student
Ahmad Fahmi bin Mohd Fauzi  Student

Ahmad Fahmi bin Mohd Fauzi Student

User list table in database

Access log table in database



Number of users entered the
classroom

9
8
7
6
5
4
3
2
1
0

A number of students and staffs accessing the QR system

Number of users entered the
laboratory

180 students




