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Fig. 1. Architecture of the proposed IoT system
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Fig. 2 Design of attacks in Test bed
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Fig. 3 Attack generation using Ettercap
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Fig. 4 Attack generation using Burp suite
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Table 2. Confusion Matrix for SVM algorithm.

Actual Class
Predicted Normal Attack
Class Normal 54 0
Attack 1 40
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Table 3. Confusion Matnx for Decision Tree algorithm

Actual Class
N 1 Attack
Predicted i a
Class Normal 54 0
Attack 0 41
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Table 4. Confusion Matnx for Naive Bayes algorithm

Actual Class
Peodisted . Normal Attack
Class Normal 54 0
Attack 2 39
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Table 5. Confusion Matnx for Adaboost algorithm

Actual Class
Predicted Normal Attack
Class Normal o4 0
L 40
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Table 6. Performance Measures of classifiers

Accuracy  Precision  Sensitivity  Specificity Fl Detection rate  False Alarm Rate
SVM 0.9895 1.0000 09818 1.0000 0.9908 1.0000 0.02439
Naive Bayes 0.9789 1.0000 0.9643 1.0000 09818 1.0000 0
Decision Tree 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.04878
Adaboost 0.9895 1.0000 09818 1.0000 0.9908 1.0000 0.02439
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