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Algorithm 3.1: Montgomery Modular Multiplication

Input: A, B, N,C,(—N)"! suchthat A, B < N
Output: W = ABC~! mod N, such that W < 2N
begin

1

2 S« A-B

3 T < S-(—N"') mod C
4 U<«T-N

5 V «S+U

6 W « V/C

7 return W

8 end
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Algorithm 3.2: RNS Montgomery Modular Multipli-
cation
Input: E,ﬁ’,ﬁ, B’ such that A, B < 2N
Output: W, W’ such that W < 2N and W = ABM™!
mod N _
Pre-compute: (—N—!), (MY, N
1 begin
2 (S.5) <« (A-B,A’"-B) // Computations in
both bases
3 T «S- (—N") // Already computed mod M
4 T' « T // 1%% conversion from base B to
BI
5 U' <~ TN’
6 Vi« S84+ U’
7 W — V. (M-YY /7 (M~1Y exists in base M’
8 W — W // 279 conversion from base B’ to
B
9 return W and W'

10 end
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Algorithm 3.3: Base Conversion algorithm

Input: T ={n,t2,....,.L B B«
Output: 7' = {1{, 85, ..., 11}
Pre-compute: {(M; '}y, (M)t s {— M)y, Vi

1 begin
2 | & :(:i-M,.—l) /1 Vi
"y
3 op = ¢, yio =0 [/ Vi
4 for j=1,....,ndo
5 oj = oj—1 + trunc(§;)/2"
6 ijLG‘jJ I fij{f}ﬁl}
7 D'j = ij — .I{.J
8 Yij = Yij-1) T & - (Mjhyy +kj- (=M, // Vi
9 end
10 return 1/ = {y!-‘,!}m{ /1 Vi
11 end
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Table 1 Recommended parameters for NTRU (see [30] for more op-
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Security n g by Key-length (bits)
80 257 210 77 2.570

80 449 28 24 3.592

256 797 210 84 7.970

256 14.303 28 26 114.424
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Table2 Selected FHE schemes and their complexities

Scheme Underlying problem Complexity Runtime
Gentry C.: A Fully Homomorphic BDDP & SSSP 0(237) per gate for ciphertext re- -
Encryption Scheme [24] freshing
van Dijk et al.: FHE over the AGCD & SSSP 0(2'%) no gate cost given -
integers [75]
Caron et al.: Public key compres- AGCD & SSSp 003 log(A)) no gate cost given Recryption takes about 11 minutes
sion and modulus switching for
FHE over the integers [19]
Brakerski et al.: Leveled FHE with- RLWE O(log A-a-d*) without bootstrap- In [26] AES-128 encryption with
out bootstrapping [13] ping (d is the depth of the circuits) 2 seconds/block (3GB RAM).
and Q(log A - ) with bootstrap- With bootstrapping 6 seconds/block
ping (3.7GB RAM). In [29]: Vectors of
1024 elements from GF(Z'G) were
recrypted in 5.5 minutes at security
level =2 76 with a single CPU core
Gentry et al.: Implementing Gem- SVP & BDDP Key generation is O(logn - n'~), Bootstrapping from 30s for small set-

try’s fully homomorphic encryption
scheme [25]

where n is the dimension of the
lattice

ting to 30 min for large setting
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Fig. 8 Homomorphic encryption with RNS [28]
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